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McAfee Content Security Suite

Comprehensive security for web, email, and data loss prevention

McAfee Network DLP Prevent McAfee Device Control McAfee Content Security Suite bundles McAfee Web
Protection, McAfee Email Protection, McAfee Network DLP Prevent, and McAfee Device Controlinto a one-
suite purchase. This unified approach offers the right security to protect your users and data from today’s
inbound and outbound threats:
e Protect against blended and targeted malware attacks 2 Eliminate spam, malware, phishing attacks,
and other email-borne threats
e Reduce bandwidth and malware cleanup costs while increasing employee productivity
o Navigate the web safely without fear of phishing, spyware, targeted attacks, or data loss
e Prevent loss of both structured (credit card numbers) and unstructured data (financial records or
blueprints) across the entire enterprise
e Assistin achieving industry and regulatory compliance

McAfee Content Security Suite bundled solutions

e McAfee Web Protection—Combines advanced web security, controls, and deployment flexibility,
whether you are looking for the control of an onsite solution with McAfee Web Gateway, the ease of
SaaS management with McAfee SaaS Web Protection, or a hybrid combination of the two

e McAfee Email Protection—Provides the ultimate in security and flexibility; delivered from McAfee
Labs, providing the most comprehensive Global Threat Intelligence

e McAfee DLP Prevent—Helps customers enforce safe data-handling policies for information leaving
the boundaries of their network; integrates with McAfee Email Protection and McAfee Web Gateway
solutions, as well as most commercial Internet gateway security technologies for email, web, IM,
and other network applications

e McAfee Device Control—Helps customers monitor and restrict data copied to removable storage
devices and media so their data stays protected under company control

Key Features
Integrated solutions
e McAfee provides intelligent solutions that work together to provide protection against email, web,
blended threats, and data loss Protection for all data, all the time, everywhere
e Integration between DLP and other McAfee products and data protection products provide seamless
data security
e Rated #1 anti-malware protection by leading third-party testing lab AV-Test.org Superior anti-spam
capabilities
e 99%-+ spam detection with low false positives Unmatched security and global threat intelligence
e McAfee research spans all threat vectors: malware, web security, spam/phishing, host and network
intrusion prevention systems (IPS), IP reputation, vulnerability analysis

Customer Problems Solved
e Multiple standalone security solutions result in inconsistent policy enforcement, incomplete
reporting
e Wants to enable access to web and email applications without exposing the network and endpoints
to security risks, data loss, and incurring significant cleanup costs
e Increasing management and operational costs due to multiple vendors
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